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CYBERSECURITY A

* Review of the NIST CSF Framework
e Focus on Using CSF for Incident Response




WHAT IS AN IT SECURITY FRAMEWORK?

At the core a security framework is a series of documented

processes used to define process and procedures and set
objectives or outcomes.

A model to build and measure the information security

program and information security risks.

Used to define and prioritize the tasks to execute

security functions

Effective Frameworks are adapted to the business’s needs

and objectives.




I'T SECURITY FRAMEWORKS SHOULD BE
CUSTOMIZED

* Frameworks may present options that do not fit the

intent of the business

* Spending effort where it is not needed is not productive

to managing a realistic information security program

e Customization should be done based upon the business
or regulatory drivers, cost and level of effort and

expected impact on the risk profile of the business.

e Multiple frameworks can work together as they often

have different goals or focus areas.


http://commons.wikimedia.org/wiki/File:Lorimerlite_framework.JPG
https://creativecommons.org/licenses/by-sa/3.0/

A COMMON

TAXONOMY

Current State

Target State

|dentify and prioritize

Assess

Communicate

Describe the current cybersecurity
posture

Describe the target state for
cybersecurity

Identify and prioritize opportunities for
improvement — focusing on continuous,
repeatable processes

Assess progress toward the target state

Communicate to internal and external
stakeholders about cybersecurity risk in
a consistent manner
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E COBIT is a framework for the governance and management of enterprise
- information and technology.

WHAT COBIT IS

1o COBIT is aimed at the whole enterprise.

— COBIT makes a clear distinction between governance and management.

o COBIT defines the components to build and sustain a governance system.

- COBIT defines the design factors that should be considered by the
enterprise to build a best-fit governance system.

COBIT addresses governance issues by grouping relevant governance
ﬁ components into governance and management objectives that can be
managed to the required capability levels.

Reference: COBIT 2019 Framework: Introduction and Methodology Chapter 1 Introduction 7




WHAT COBIT IS COBIT is not a full description of the
whole IT environment of an enterprise.

NOT

COBIT is not a framework to organize
business processes.

COBIT is not an (IT-)technical
framework to manage all technology.

COBIT does not make or prescribe any
IT-related decisions.

Reference: : COBIT 2019 Framework: Introduction and Methodology Chapter 1 Introduction 8 @




COBIT AND OTHER STANDARDS

* One of the guiding principles applied throughout the g
development of COBIT 2019 was to maintain the positioning of

COBIT as an umbrella framework. .
e This means that COBIT 2019 continues to align with a number * .
of relevant standards, frameworks and/or regulations.

e COBIT does not contradict any guidance in the related

standards. , ; ks

e COBIT does not copy the contents of these related

standards.

e COBIT provides equivalent statements or references to 4 $

related guidance.



COBIT OVERVIEW AND PRODUCT ARCHITECTURE

nputs to COBIT® 2019 COBIT® 2019 . § - Sourcing model for IT

————————————————————————————————————————————————————

COBIT 5 COBIT Core

Reference Model of Governance i -
Standard S and Manawment Ob"ecti‘es Tﬂ“ﬂd Enmm
Frameworks, Governance
Regulations " - Systen for
Community Information and
Contribution Tedlm

> Priority governance
and management
objectives

> Specific guidance
from focus areas

> Target capability
and performance
management
guidance

COBIT® 2019 Framework:
introduction and Methodology
COBIT Core

Publications : - _
COBIT® 2019 Implementation Guide:
Implementing and Optimizing an

COBIT® 2019 Framework: COBIT® 2019 Design Guide:

Governance and Designing an Information and Technology
Management Objectives Govermnance Solution

information and Technology
Govemance Solution

Reference: COBIT 2019 Framework: Introduction and Methodology Chapter 4 Basic Concepts 10




ISO 27001: 2013 FRAMEWORK

Information
Security
Polickes /organization
of information
Security

* Risk-based approach — Risk Assessment

required to build and maintain
* Obijectives are broken into 14 control areas

e What you do is based on the controls you

adopt — modular approach

System * Can be certified against — internationally
Acquisition,
Develo pment recognized
& Mantenance

LR



Basic CIS Controls

Inventory and Control of Hardware Assets o

C | S C S C 7 . 1 Continuous Vulnerability Management (4]

Secure Configuration for Hardware and Software o
on Mobile Devices, Laptops, Workstations and
Servers

e Tiered Control Framework

Foundational CIS Controls

e First 6 controls have most return for Email and Web Browser Protections O
effort in stopping incidents s st ool Mk ot bt S D)
Secure Configuration for Network Devices, such as @

e Vetted and Selected by Practitioners EKEONS. Rsters Mt Swicies

Data Protection @

e Tactical Focus Wireless Access Control (16

e Doesn’t meet most Audit standards for Organizational CIS Controls

compliance — NO governance or p0|icy @ Implement a Security Awareness and Training @
Program

elements @ Incident Response and Management @

Inventory and Control of Software Assets
Controlled Use of Administrative Privileges

Maintenance, Monitoring and Analysis of Audit
Logs

Malware Defenses
Data Recovery Capabilities

Boundary Defense

Controlled Access Based on the Need to Know
Account Monitoring and Control

Application Software Security

Penetration Tests and Red Team Exercises




NIST
CYBERSECURITY
FRAMEWORK
OVERVIEW




NINYE
CYBERSECURITY
FRAMEWORK —
3 GOALS

The Framework is guidance not
mandate

Developed as a “lightweight”
approach

No Formal Assessment program

The Framework is not a one-
size-fits-all approach to
managing cybersecurity risk

Help Organizations Manage
Cyber Risks

Provide Common language to
Discuss Cyber Risks

Create, Guide, Assess or Improve
Cybersecurity Programs
-




NIST CYBERSECURITY
FRAMEWORKYV 1.1

e Three Pieces:

e Core: Cybersecurity
activities, desired outcomes
and applicable references

e Tiers: Risk Context of the
organization — Rated 1to 4
in increasing Rigor

Profile: Business defined
outcomes — “as is” and “to
be” states are profiles




FRAMEWORK

CORE

Consists of:

5 Concurrent and Continuous Functions

23 categories

108 subcategories

|dentify

Asset
Management

Business
Environment

Governance

Risk Assessment

Risk Management
Strategy

Protect

Awareness Control

Awareness &
Training

Data Security

Info Protection &
Procedures

Maintenance

Protective
Technology

Anomalies &
Events

Security
Continuous
Monitoring

Detection Process

Respond

Communications

Analysis

Mitigation

Improvements

Recover

Improvements

Communications




FRAMEWORK

T

ERS

Tier 2

(Risk Informed)

Consistent
Aware but 2
Piecemeal

Informed

Proactive
&
Predictive




Business Objectives

Threat Environment
Requirements & Controls

ORGANIZATION ——
CYBERSECURITY
PROFILE

Cybersecurity Profile
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@

Identify and align

Identify and align the
program with
organizational business
objectives

KEY STEPS TO ADOPTING NIST CSF

A S S QN
i

Review

Review controls already in
place to identify your
primary controls and
establish enhancement or
maturity tasks for later
growth.

/\

Consider

Consider using NIST SP
800-171 as a “first step” to
building key controls

iy

Ensure

Ensure you consider all
the functions equally

°2
-

Involve

Involve key areas of the
business — educate and
delegate controls to the
business areas

19




FRAMEWORK ROADMAP

14 High-Priority Areas

Cyber Supply
Chain Risk
Management

Confidence Cyber-Attack Cybersecurity
Mechanisms Lifecycle Workforce

Governance and ) International
: : |ldentity
Enterprise Risk Management Aspects, Impacts,
Management & and Alignment

Measuring
Cybersecurity

Small Business
Awareness and
Resources

Referencing
Techniques

Federal Agency
Cybersecurity
Alignment

Privacy
Engineering

Internet of Things Secure Software
(loT) Development




FOCUS ON
RESPONSE




PRACTICAL CONCERNS

O A

B

You have limited
budget and time, your
adversary has infinite

supplies of both

.||_||.

Training is easy,
practicing is hard



RESPOND

Ensuring Response Planning process are executed during and after an incident

Managing Communications during and after an event with stakeholders, law enforcement,
external stakeholders as appropriate

Analysis is conducted to ensure effective response and support recovery activities including
forensic analysis, and determining the impact of incidents

Mitigation activities are performed to prevent expansion of an event and to resolve the incident

The organization implements Improvements by incorporating lessons learned from current and
previous detection / response activities




RESPOND DOESN'T WORK WITHOUT DETECT

Does your organization have
the sensors, processes and
practices to identify a
cybersecurity event?

How often are you looking
for events?

Are your existing detection
means effective? How much
can they see?

What details are you
provided to get context?

t

Do you have the right people
looking at the details?

Can you even define a
“normal” event?



Malicious code

attacks
Unauthorized
Hoaxes/social access to IT or
engineering information
sources

Surveillance and Unauthorized use
espionage ‘ of services

Unauthorized
changes to systems,
network devices or

Physical Disruption information

DoS/DDoS attacks

COMMON INCIDENT TYPES



RESPONSE

Prepare before and
respond appropriately

Deliverable: Incident

Response Plan

Know who needs
== information, when and
how

Deliverable:

Incident/Crisis
Communication Plan

Analysis

Ensure you
understand the event
and can design a
recovery that’s
effective

Deliverable: Incident
Checklist and Playbook

Limit the scope and
impact as you resolve
the event

Deliverable: Incident
Containment Plan

Improvement

Review the event to
strengthen your
current capabilities

Deliverable: Root

Cause/After Action
Analysis (5 Why’s)




e Need to outline who is involved

IR POLICY &
PLAYBOOK

Legal

HR

PR
Executives
IT

* Need to establish repeatable
practices

Playbook & Checklists —
information gathering;
evidence collection;
reporting

Emails returned as
undeliverable due to size

Local disk or network shares
that are near capacity

Reporting of large emails
being sent by a single user

Reports of removable or
mobile devices used to copy
data

Identifying or publications
of proprietary information
outside of the organization

Notifications of extortion in
order to recover stolen data

Work performed outside
normal hours

Large data dumps of
databases, shares, or other
systems

1 of Client

Standard

Prepare

Categorize
Incident

h

Request Packet
Captures

k4

Conduct Scans

A
( Analyze )

)

RUBICO

ADVISORY GROUP




28

o Gather Information
o Document Means of Incident
o Obtain Logs & Documents

.ation

.acident scope? O Loca| O Regional O Enterprise-wide
s

CHECKLISTS ==

Source of Incident
= Varify Integrity of Sackups
o Review Accounts &
ain e Network & Syztem
Menntaring
= Update IR Databaze & Track Co.

2 Which users are impacted

* Well developed checklists guide the investigation; e St s

collect information and assist in reporting e ——————————

e Checklists should be practiced before incidents e S

O Document Means of Incident o Restore User & Applcation Data
11 System Commaon Name; o Restore Any Transactions from
12 System Asse*i____ Redundant
13 System Serial Number: o Verify rem Restorstion Actions
14 Network Address o IP, MAC, etc.) o Reconnect System A
13 Physical Location:, o Return System to Production

o Manito tem for Repeated Attack

oUpdate IR Database & Track Casts

16 Responsible Unit/Organization

Resolution
17 Support Contact J[e.g., Sysadmin, App, etc.): o Prepare Regulstory Incident Reports
o Schedule and Hold Incident Past-
Mortem

J_gsr,smnw)sg— o Document Control Failu
Vulnerabilities

&
o Document Policy, Control &

15 Protected Data? 0 PHI O Pil OFinancial O Pl O 1P O other: -
sign Resolution Plan Activities

esolution Plan
o Clase Incident in IR Database
20 Important Applications or Services: o Finalize and Share Incident Costs

~f data elements:;




INCIDENT RESPONSE
TEAMS (IRTS)

* Pre-designated teams help to quickly assemble
people with useful skills.

4

5

* Depending on the incident, specialized skills
may be needed.

* |RTs may be centralized, distributed or a hybrid
model.

e |RT structure should be reviewed and approved by
senior management



WHO IS ON

THE TEAM?

A typical IRT includes:

Information security manager

Steering committee/advisory
board (governance position only)

Permanent/dedicated team
members

Virtual/temporary team members

Other positions include:

Incident response manager
Incident handler
Investigator
IT security specialists
IT specialists/representatives
Business managers
Legal, HR, PR
Risk management specialist

Physical security/facilities
manager

3



5 WHYs ROOT CAUSE ANALYSIS TEMPLATE
[

FRODUCT/PROCESS DEPARTMENT COMPLETED BY

DEFINE THE

Define problem here

PROBLEM

PRIMARY CAUSE “*NOTE: If the final "Why" has no confrollable solufion, retumn to the previous "Why." ROOT CAUSE B
Why is it happening? Why is that2 X Why is that2 Why'is that2 _Why & thats CORRECTIVE ACTION ~ RESF(

RECOVERY &
IMPROVEMENT

Why s it hapgening? Why iz thate Why is fhat2 Why is tha2 Wihy s thot2 CORRECTIVE ACTION g_gsz CSF ex pe cts continuous
improvements

» L Ly L -

Root Cause feeds into to
» » » -» o enhancing your internal

capabilities

OTHER CONTRIBUTING PROBLEM - Ak  ROOTCAUSE - = HEIpS prioritize spend and

Why 15 1 happening? Why s fhat? : Why is fhat? Why is that? Why s fhat? CORRECTIVE ACTION ~ RESP!

return on security
investment after an event

& = e » =2








https://www.therubiconadvisorygroup.com/
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